Registry Entries for multiple user Login

This procedure describes the how to establishing a permission structure that allows multiple users to have secure folders for their individual data files and to share a common installation of the ESCAVB program.  The program as shipped will only function if a user logs onto the system as an Administrator.

Use Regedt32.exe to modify the permission structure for the ESCAVB program.  This is a very sensitive procedure.  Follow the directions exactly.  

Do not change any part of the Registry except as instructed.  Disaster can follow even minor changes to these parameters.

1. Open the Windows Explorer and navigate to: C:\Winnt\System32.  Open the System32 folder.  Double click the Regedt.exe file to run the registry editor program.

2. Select the HKEY_LOCAL_MACHINE window.

3. Navigate to the: HKEY_LOCAL_MACHINE\Software\Service Physics folder.  

a. Open the Service Physics folder then select the “Security” menu in the Registry Editor tool bar.  

b. Select the permissions item in the menu list.  

c. Check the box titled “Replace Permissions on Existing Sub keys”.

d. Click the “ADD” button at the bottom of the dialog box.

e. Scroll to the bottom of the list of user types.  Highlight “Users”.

f. Near the bottom of the dialog box is a window named “Type of Access”.  Use the drop down button and choose Full Control.  Click on OK

g. Review the Registry Key Permissions dialog box to verify that the Name “Users” has been added with the permission status of “Full Control”.  Click the OK button.

4. Navigate to the: HKEY_LOCAL_MACHINE\System\Current Control Set\Services\Xpsdrv folder

a. Open the Xpsdrv folder then select the “Security” menu in the Registry Editor tool bar.  

b. Select the permissions item in the menu list.  

c. Check the box titled “Replace Permissions on Existing Sub keys”.

d. Click the “ADD” button at the bottom of the dialog box.

e. Scroll to the bottom of the list of user types.  Highlight  “Users”.

f. Near the bottom of the dialog box is a window named “Type of Access”.  Use the drop down button and choose Full Control.  Click on OK

g. Review the Registry Key Permissions dialog box to verify that the Name “Users” has been added with the permission status of “Full Control”.  Click the OK button.

5. Close the Registry Editor and reboot the computer.

The permissions are now set so any person defined as a “user” has full access to the ESCAVB programs and utilities.  The next step is to set up “users” with unique identities and file folders for the exclusive storage of their data.

Setting up user names

1. Start the user manager.  [Start> Administrative Tools > User Manager]

2. The user manager dialog opens.  Select User in the tool bar.  From the menu select “New User”.

a.   Fill in the “Username”.  This is a short friendly name such as Sally B.  This will be the name used for login and the name defaulted into the Operator box for collected data.

b. Full Name is Sally Anne Begood

c. Description is up to you.  Could be a Budget grouping.

d. Password.  This will be required during login.

e. The password controls depend on administrative policies.  I suggest the Administrator get the users password ahead of time and make a log of passwords so you can help the forgetful sole.  In this case the Administrator will fill in the information and then check Password Never Expires.  In fact the Administrator can change the Password at any time.  The User can never change the password.

f. Select OK

Setting Up User Folders

1. The Administrator can now use Windows Explorer to create a Data Folder.  As an example the folder could be  C:\Program Files\ESCAVB\Sally B.  It could also be on some other drive.

2. Click on the new folder.  Then right click to bring up the file menu.  Choose the Properties function at the bottom of the menu.  Select the Security Tab.

3. Select the Permissions function.  Check the Replace Permissions on Existing Files.  Select the Add button at the bottom of the dialog box.  The Add Users and Groups Dialog will appear.  Select the Show Users button.  The individual user names will be added to the list.  Highlight the user you want to give exclusive use of this folder.  At the bottom of the dialog box is a window titled “Type of access:”.   Use the drop down button and select Full Control.  Click the ADD button.

4. It is a good idea to also add the Administrator to the list permissions with full control.

5. After adding the Administrator click OK.  On the directory of Permissions remove the “Everyone” user category.  This will leave the individual user and the Administrator.  Click OK on the Directory Permissions Dialog box.

6. Log off as Administrator and log back on as the new user.  Use Windows Explorer to open the new folder.  Right mouse click and choose the Properties function.  Select the Security tab.  Click the Ownership button and take ownership of the folder for the new user.  

7. Open the ESCAVB program.  You may receive a path error during start-up.  Click OK.  Then Click “No” on the next two warnings.  This will initialize the path and you will have no further problems.  Go to the File menu and open start.mdb in the users folder.
